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Preface
Why did i write this book?

When | began writing thisbook, thefirst question | asked myself was how to install Linux on a server, and
be sure that no one from the outside, or inside, could access it without authorization. Then | wondered if
any method similar to the one on Windows® exists to improve the computers performance. Subsequent-
ly, | began a search on the Internet and read several books to get the most information on security and
performance for my server. After many years of research and studies | had finally found the answer to my
guestions. These answers were found, all scattered throughout different documents, books, articles, and
Internet sites. | created documentation based on my research that could help methrough my daily activities.

Through the years, my documentation grew and started to look more like a book and less like simple,
scattered notes. | decide to publish it on the Internet so that anyone could take advantage of it. By sharing
thisinformation, | felt that | was doing my part for the community who answered so many of my computing
needs with one magical, reliable, strong, powerful, fast and free operating system named Linux. | had
received alot of feedback and comments about my documentation, which helped to improve it over time.

Why fiddle?

Madhu "Maddy"

Is there a need to fiddle with what apparently is perfectly working and is serving the need. Well for one the i have
choosen aformat, XML, unlike the original manuscript which was written in word, in this case has the advantage of
source being one and output can be in various format. That isif the sourceisin XML, it is easier now to convert into
HTML, PDF, RTF etc. Also to prove to the sceptics that DocBook is very much suitable for large production quality
projects, not that thisisthe first effort, in this case an entire book has been marked up in XML.

Infact why XML indeed? XML -eXtensible Markup Language has been able to do justice to alarge extent
to the hype. Maybe having a watch body like w3.org to monitor has been advantageous; unlike HTML
which lacked aformal monitoring, ability to extend, aweak structure and no support for validation, XML
has all these and more. It is a system-independant, vendor-independant and has behind it the proven ex-
perience of SGML implementation, XML being a subset of SGML. | concur with Tim Bray's reported
comment that it isridiculousto use an application like MSWord, Quark Express etc.for writing text which
will be stored as abinary and proprietory format therby bloating it considerably. And unlike HTML which
has about aprox. 50-60 pre-cooked tags, with XML one can make up one's own. Infact this facility of
having one's own tag will make it very, very useful in the long run. And the inherent factor that XML is
all about content and nothing to do with presentation will be its greatest strength for years to come. The
presentation part is taken care of by Stylesheet or FO or some such thing.

DocBook !

DocBook isaDTD - Document Type Definition. now what isthis? well say for example having said XML
isinitself arule set , suppose i use an markup element tag <author> in my document and another author
uses <writer> element tag in his document, isn't it true we are trying to convey the same meaning .|magine
thousands of pages are being written for the web, for the publishing industry and what awaste of enormous
time if people would like to convey similar meaning but use different elements with the core language
being same, thisis where an DTD comes into picture.

Docbook DTD is a very popular set of tags for describ
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articles and ot her prose documents, particularly tech
i s defined using the native DID syntax of SGWL

and XM.. Like HTM., DocBook is an exanple of

a markup | anguage defined in SGWL/ XM.

—-From the book DocBook - The Definitive Guide by Norman Walsh and Leonard
Muellner.

DocBook/XML

With the sole intent of making this book future proof, | have ported (i am not sure thisis the right term)
this entire book into DocBook/XML.That the source being Markedup in XML, this ensures:

* It will become platform independant and the source is not in any proprietory format like word.

* It will be easy to have different outputs like HTML, PDF, RTF etc. With the never version of browsers
supporting Raw XML as input with stylesheet being a seperate component, that this remains ready for
that day when it becomes possible to have it converted on the fly.

» That inthe eventuality of me not being involved in the project at alater date, with the advent of profes-
sionals, there will be enough warm bodies to do this job.

My fond hope is that this should not turn out be just afutile excersize and it proves usefull to everybody;
atleast to some people even they are a small minority, the least of all to Gerhard Mourani, who is the
author of this splendid book.

Bouquets Brickbats Etc.

The idea behind this exercize primarily has been :

» Togiveback something to the Linux community which has been instrumental in spearheading the spirit
of sharing.

* To create awareness about possibilities existing with the available tool s set.

But in the process some mistakes might have creeped in but there can be no excuse. Since this book has
been looked at twice over; but still, i think the mistakes are entirely mine, if at all and not Gerhard's.
So if you spot some glaring mistakes whether be it in the form of wrong or mis-information, typos or
grammatical mistakes please do inform me at <needagur u@ahoo. conm® or you can even inform
gerhard at <gnour ani @penna. con®. | am sure he will give a wallop on my backside( it is quite
fragile!) so that such mistakes don't happen next time. Also welcome are the suggestions on how we could
improve on this, so that next time round it will much be better.

Hereishoping that this proves useful despite those already mentioned, creeped in mistakes, errorsetc. and
it kindles in you the same spirit which has embodied the growth of Linux as a powerful environement to
work in. And if that happensi would consider myself highly obliged and thiswill prove to be a satisfying
endevour for me personaly. | have afeeling that the orginal author of this book Gerhard Mourani shares
this thought of mine and probably agrees with me.
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Chapter 1. Introduction

| realized that alot of people wanted to seeit published for its contents, to get advantages out of it and see the power of
this beautiful Linux system in action. A lot of time and effort went into the making of this book, and to ensure that the
results were as accurate as possible. If you find any abnormalities, inconsistent results, errors, omissions or anything
else that doesn't look right, please let me know so | that can investigate the problem or correct the error. Suggestions
for future versions are also welcome and appreciated.

Audience

This book is intended for a target audience of technical and system administrators who manage Linux
servers, but it also includes enough material for home users and others. It discusses how to install and
setup a Red Hat Linux Server with all the necessary security and optimization for a high performance
Linux specific machine. Since we speak of optimization and security configuration, we have used only
source distribution (tar.gz) programs; the most available type for critical server software, like Apache,
BIND/DNS, Samba, Squid, OpenSSL etc. Source packages give us fast upgrades, security updates when
necessary, and a better compilation, customization, and optimization option for our specific machines that
often we can't have with RPM packages.

Organization of This Book

Depending of your level of knowledge in Linux, you can read this book from the start to finish or each
chapter which may be of interest to you. Each chapter and section of this book appears in a manner that
let you read only the relevant parts of your interest without the need to schedule a couple of day's reading.

Too many books available as of now take two pages to explain something that can be explained in two
lines, I'm sure that many of you agree with my opinion. This book attempts a different path, in the sense,
only the essential and important information that the readers are interested in knowing are explained in
detail thereby eliminating all the nonsense. Though the fact that you can read this book in any order you
want, thereisaparticular order that you could follow if something seem to be confusing for you. The steps
shown below iswhat | recommend to facilitate a smooth reading.

Chapter 2 through Chapter 4 will guide you to do these steps:
i. Setup Linux inyour computer
ii. Remove al the unnecessary RPM package(s) during setup
iii. Install the necessary RPM package(s) for compilation
Chapter 5 through Chapter 7 will guide you with these additional steps:
iv. Secure the system in genera
v. Optimize the system in general
vi. Install, recompile and customize the Kernel
» Chapter 24 will guide you through this:
viilnstall OpenSSL to be able to use encryption with the Linux server

» Chapter 15 will guide you through this:
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vi-Install OpenSSH to be able to make remote administration tasks
ii.

» Chapter 21 will guide you through this:
ix. Install BIND/DNS as client or server depending of your needs
» Chapter 22 will guide you through this:
X. Install Sendmail as client or server depending of your needs
» Chapter 10 through Chapter 12 will guide you through these steps:
xi. Install & Configure the firewall script according to which services areinstalled in your system
» Chapter 17 and Chapter 18 should guide you through this step:
xiiInstall Tripwire
Now for this step you will need to go through the book section wise to choose what you want.

xi-Install any software you need later.
i

Pre-requisites

Theseinstallation instructions assume that: Y ou have aCD-ROM drive on your computer and the Official
Red Hat Linux CD-ROM. Installations were tested on the Official Red Hat Linux version 6.1 and 6.2. You
should understand the hardware system on which the operating system will be installed. After examining
the hardware, the rest of this document guides you, step-by-step, though the installation process.

About products mentioned in this book:

Many products, mentioned in this book; some commercial, but most are not commercial, cost noth-
ing and can be freely used or distributed. It is also important to say that I'm not affiliated with any
of them and if | mention a tool, because it is useful. You will find that alot of big companiesin
their daily use, use most of them.

Obtaining the book and example configuration

files

Securing and Optimizing Linux: RedHat Edition is now also available to download around the most pop-
ular Linux web sites. Free formatted versions of this book can be found on the Internet via the following
addresses listed below. From the original web site

Open Net wor k Archit ect ur ewww.openna.com

The Li nux Docunentati on Project homepage: www.linuxdoc.org
O Reilly Network: oreilly.linu.com/pub/d/25

Li nux Security portal linuxsecurity.com/docs

On the other hand you like the nice feel of paper and would like to browse through the pages at your
convenience, you will have to purchaseit.

By clicking here!
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SECURING AND OPTIMIZING LINUX:  guwix
RedHat Edition. Exclusively from OpenDocs. § &

OpenDocs GET IT HERE_ |

It also comes with an accompanying CD filled with some nice goodies and all the example configuration
files.

Other related web sites may exist without my knowledge. If you host this book Securing and Optimizing
Linux: RedHat Edition and want to be included in the list of the next release, please send me a message
with your intentions. If you receive this as part of a printed distribution or on a CD-ROM, please check
out the Linux Documentation home page www.linuxdoc.org/ or the original website at www.openna.com
to see if there is a more recent version. This could potentially save you alot of trouble. If you want to
trandlate this book, please notify me so | can keep track of what languages | have been published in.

Example Configuration files

The example configuration files in this book are available electronically via http from this website
www.openna.com/books/floppy.tgz. [551] In either case, be it from CDROM or if you have downloaded
from the website extract the files from the archive by typing:

[root @eep ]/tnmp#Htar xzpf floppy.tgz

thisis assuming you have stored the f | oppy. t gz inadirectory caled t np/

Errata

Hgnn‘mm

Asi was giving the final look over on this book, Gerhard Mourani has released an errata for all
firewall scripts and it is available here http://www.openna.com/books/errata.htm
If you cannot get the examples directly over the Internet, please contact the author at these email addresses:

<gnour ani @penna. conp
<gnour ani @et scape. net >

Acknowledgements from Gerhard

| would like to thank Michel Méral who has drawn all the beautiful animal drawing in my book, Robert
L. Ziegler for alowing me to include his Firewall software and all Linux users around the world for their
comments and suggestions.

Acknowledgements from "Maddy"

The book has been orginally written by Gerhard M ourani www.openna.com but i would like to thank him
for collaborating with me in porting ( for the want of a better word).To say he was co-operative will be
an under statement he was always there with a helping hand to answer my innumerable queries etc. Also
i would like to thank the following people,but not in any particular order;

Norman Walsh, http://nwalsh.com/~ndw/ for his phenominal and brilliant contribution to DocBook. To
me at timeslookslike only one man contributing to itsgrowth, popul arity and in the process aswell making
it amature product. Add to that he is awonderful human being. My many many thanks to him.
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Peter Graves, http://armedbear.org for hisBrilliant editor j, i do all my work using it and there are no words
to describeit. i am indebted to him. | doubt very muchif i could have worked for long stretches without it.

Bryan Henderson, http://netpbm.sourceforge.net/ for his netpbm package and more than any thing for hav-
ing the patience in dealing with my often persistent and idiotic queries. His software was mainly respon-
sible for converting and manupilating all the orginal images which were in some esoteric format.

Additionally i would also like to thank the following for releasing the right software at the right time:

James clark, http://www.jclark.com/ for hisxt and xp

Michael Kay, http://users.iclway.co.uk/mhkay/saxon/ for Saxon

To each and everyone at OASIS, http://www.0oasis-open.org/docbook/
To each and everyone at Docbook.org, http://docbook.org/

To Sebestain Rahtz, http://users.ox.ac.uk/~rahtz/passivetex/ for his contribution to DocBook

Mark Galass for his brilliant Docbook Tutoria http://nis-www.lanl.gov/~rosalia/mydocs , My starting
point!.

The list would probably go on endlessly, and may be require a book for acknowledgementsi guess.
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Chapter 2. Overview of OS Linux

This part of the book deals with all the basic knowledge required to properly install a Linux OS, in our
case a Redhat Linux on your system.

Introduction to Linux
Steps to be taken prior to install
Steps to be taken post install

What is Linux?

Linux is an Operating System that was first created at the University of Helsinki in Finland by a young
student named Linus Torvalds. At thistime the student was working on a UNIX system that was running
on an expensive platform. Because of hislow budget, and his need to work at home, he decided to create
acopy of the UNIX system in order to run it on aless expensive platform, such as an IBM PC. He began
his work in 1991 when he released version 0.02 and worked steadily until 1994 when version 1.0 of the
Linux Kernel was released. The current full-featured version at this time is 2.2.X; released January 25,
1999, and devel opment continues.

GNU GPL and Linux

The Linux operating system is developed under the GNU General Public License (also known as
GNU GPL) and its source code is freely available to everyone who downloads it via the Internet.
The CD-ROM version of Linux is also available in many stores, and companies that provide it will
charge you for the cost of the media and support. Linux may be used for awide variety of purposes
including networking, software devel opment, and as an end-user platform. Linux is often considered
an excellent, low-cost alternative to other more expensive operating systems because you can install
it on multiple computers without paying more.

A Few good reasons to use Linux

There are no royalty or licensing fees for using Linux, and the source code can be modified to fit your
needs. The results can be sold for profit, but original authors retain copyright and you must provide the
source to your modifications.

Because it comes with source code to the kernel, it is quite portable. Linux runs on more CPUs and plat-
formsthan any other computer operating system. The recent direction of the software and hardware indus-
try isto push consumers to purchase faster computers with more system memory and hard drive storage.
Linux systems are not affected by those industries orientation because of it capacity to run on any kind of
computers, even aging x486-based computers with limited amounts of RAM.

Linux isatrue multi-tasking operating system similar to its brother UNIX. It uses sophisticated, state-of-
the-art memory management to control all system processes. That means that if a program crashes you
can kill it and continue working with confidence.

Another benefit is that Linux is practically immunized against all kinds of viruses that we find in other
operating systems. To date we have found only two viruses that were effective on Linux systems.
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Fears, Uncertainity and Doubts

Let's dispel some of the fear, uncertainty, and doubt
about Linux:

It's a toy operating system.  Fortune 500 companies, governments, and consumers; more and more
use, Linux as a cost-effective computing solution. It has been used and is till used by big companieslike
IBM, Amtrak, NASA, and others.

There'sno support.  Every Linux distribution comes with more than 12,000 pages of documentation.
Commercial Linux distributions such as Red Hat Linux, Caldera, SUSE, and OpenLinux offer initial sup-
port for registered users, and small business and corporate accounts can get 24/7 supports through a num-
ber of commercial support companies. Asan Open Source operating system, there's no six-months to wait
for a service release, and the online Linux community fixes many serious bugs within hours.

10



Chapter 3. Installation of your Linux
Server

The next two chaptersis structured in a manner that follows the original installation of the Red Hat Linux
CD-ROM. Each section below refers to, and will guide you through, different screens that will appear
during the setup of your system after the insertion of the Red Hat boot diskette in your computer.

We promise that it will be interesting to have the machine you want to install Linux on, ready and near to
you when you follow the steps described below. From time to time Red Hat Linux updates its operating
system to a new version and adds, changes or removes some packages as well as changes some locations,

content or features of filesin its distribution.

Red Hat Recently has updated their version of operating system to 6.2 called Zoot, which is a minor
upgrade of 6.1, so to be as accurate as possible about all information contained in these early chapters,
we'll comment upon installation of version 6.1 aswell as version 6.2 for those who will upgrade or install
to it. Any sections in this chapter that refer to version 6.1 will be for the Red Hat Linux 6.1 (Cartman)
distribution, and any section where we talk about version 6.2 will be for the Red Hat Linux 6.2 (Zoot)

distribution, respectively.

The following conventions will simplify the interpretations in these chapter:

@ AnVersion Thisicon appliesto Red Hat Linux version 6.1 and 6.2 respectively.
@ vVersion 6.1 Thisicon applies to Red Hat Linux version 6.1 only.

) Version 6.2 Thisicon applies to Red Hat Linux version 6.2 only.

We know that many organizations and companies handle different versions of this operating system, and
run a number of services on them. Sometimes it may be difficult to upgrade to the latest version since
clients use services on the server 24 hours a day. With this simple convention, people who maintain and

useversion 6.1 of Red Hat Linux will always find exact information related to their needs.

Know your Hardware!

Understanding the hardware of your computer is essential for a successful installation of Red Hat Linux.
Therefore, you should take a moment now and familiarize yourself with your computer hardware. Be

prepared to answer the following questions:

» How many hard drives do you have?

» What sizeis each hard drive? e.g. 3. 2GB.

* If you have more than one hard drive, which isthe primary one?

* What kind of hard drive do you have? e.g. IDE, SCSI.

* How much RAM do you have e.g. 256MB RAM.

» Do you have a SCSI adapter? If so, who is the manufacturer and what model isit?

» Doyou have aRAID system? If so, who is the manufacturer and what model isit?
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What type of mouse do you have e.qg. PS/ 2, Microsoft, Logitech.
» How many buttons does your mouse have? 2/ 3 buttons.

« If you have a serial mouse, what COM port isit connected to? e.g. COML.

What is the make and model of your video card? How much video RAM do you have? e.qg. 4AMB.

What kind of monitor do you have? Make and Model.

Will you be connected to a network? If so, what will be the following:
a. Your IP address?

b. Your netmask?

c. Your gateway address?

d. Your domain name server's |P address?

e. Your domain name?

f. Your hostname?

g. Your types of network(s) card(s)? Make and Model.

h. Y our number of card(s)? Make and Model.

Creating the Boot Disk and Booting
) Al Version

Thefirst thing to do is to create an installation diskette also known as a boot disk. If you have purchased
the official Red Hat Linux CD-ROM, you will find this floppy disk named Boot Diskette in the Red Hat
Linux box and you don't need to create it. From time to time, you may find that the installation will fail
with the standard diskette image that comes with the official Red Hat Linux CD-ROM. If this happens, a
revised disketteisrequired in order for the installation to work properly. In these cases, special imagesare
available viathe Red Hat Linux Errataweb page to solve the problem www.redhat.com/errata. Since this,
isarelatively rare occurrence, you will save time if you try to use the standard diskette images first, and
then review the Errata only if you experience any problem completing the installation.

Step 1. Before you make the boot disk, insert the Official Red Hat Linux™ CD-ROM Part 1 in your
computer that runs the Windows®© operating system. When the program asks for the filename, enter
boot . i ng for the boot disk. To make the floppies under MS-DOSO, you need to use these commands
assuming your CD-ROM isdrive D: and contain the Official Red Hat Linux© CD-ROM.

Open the Command Prompt under Windows: Start | Programs | Command Prompt

C\> d:

D:\> cd \dosutils

D:\dosutils> rawite

Enter disk imge source file nane: ..\inages\boot.ing
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Enter target diskette drive: a:
Pl ease insert a formatted di skette into drive A: and press --ENTER--

D:\ dosutil s>

Therawrite.exe program asksfor the filename of the disk image: Enter boot . i ng andinsert afloppy into
drive A. It will then ask for a disk to write to: Enter a: , and when complete, label the disk; for example,
Red Hat boot disk.

Step 2. Since we'd start the installation directly off the CD-ROM, boot with the boot disk. Insert the
boot diskette you create into the drive A: on the computer where you want to install Linux and reboot the
computer. At theboot : , press Enter to continue booting and follow the three simple steps below:

Choose your language Y ou can choose your prefferd language for the Linux OS from a
list. For example, English, Danish etc

Choose your keyboard type You can choose your Keyboard type. For example US pc104,
norwegian etc
Select your mousetype Y ou can choose your mouse type. For example Logitech two but-

ton, Microsoft three button mouse etc

Installation Class and Method (Install Type)

Red Hat Linux 6.1 and 6.2 include four different classes, or type of installation. They are:

GNOME Workstation
KDE Workstation
Server

Custom

The first three classes GNOME Workstation, KDE Workstation, and Server give you the option of
simplifying the installation process with asignificant loss of configuration flexibility that we don't want to
lose. For thisreason we highly recommend Custom installation, asthisallows you to choose what services
are added and how the system is partitioned.The idea is to load the minimum number of packages, while
maintaining maximum efficiency. The less software that resides on the box, the fewer potential security
exploits or holes may appear.Select Custom and click Next

Disk Setup- Disk Druid
) Al Version

We assume that you are installing your new Linux server to anew hard drive, with no other existing file
system or operating system previously installed. A good partition strategy is to create a separate partition
for each magjor file system. This enhances security and prevents accidental denial of service or exploit of
SUID programs.

Creating multiple partitions offers you the following advantages:

Protection against denial of service attack.
Protection against SUID programs.
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Faster booting.

Easy backup and upgrade management.

Ability for better control of mounted file system.
Limit each file system's ahility to grow.

R

E‘_ﬁ_'.'.nnumc

If previousfile system or operating system exist on the hard drive and computer where you want
to install your Linux system, we highly recommend, that you make a backup of your current
system before proceeding with the disk partitioning.

Step 1. For performance, stability and security reasons you must create something like the following
partitionslisted bel ow on your computer. We suppose for this partition configuration the fact that you have
aSCSl hard drive of 3.2 GB. Of course you will need to adjust partition sizes according to your own needs
and disk size. Partitions that must be created on your system:

/ boot 5MB

/usr 512MB

/ hone 1146MB

/chroot 256MB

/ cache 256MB

/var 256MB
<Swap> 128MB

/[tmp 256MB

/ 256MB

All Kernel images are kept here.

Must be large, since al Linux binaries programs are installed here.

Proportional to the number of usersyou intend to host i.e. 10MB per users multiplied by the number
of users 114 = 1140MB.

If you want to install programsin chroot jail environment i.e. DNS.

This s the cache partition of aproxy server i.e. Squid.

Containsfiles that change when the system run normally i.e. Log files.

Our swap partition. The virtual memory of the Linux operating system.

Our temporary files partition.

Our root partition.

We have made two more special partitions:

/ chr oot The/ chr oot partition can be used for DNS server chrooted, Apache server chrooted and
other chrooted future programs.

/ cache The/ cache partition can be used for a Squid Proxy server.
If you are not intending to install Squid Proxy server you don't need to create the/ cache partition.
Keeping/ t np and / hone on separate partitions is pretty much mandatory if users have shell access to

the server- protection against SUI D programs; splitting these of f into separate partitions also prevent users
from filling up any critical file system -denial of service attack. The same appliesto/ var , and/ usr on
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separate partitionsisalso avery good idea. By isolating the/ var partition, you protect your root partition
from overfilling -denial of service attack.

In our partition configuration we'll reserve 256 MB of disk space for chrooted programslike Apache, DNS
and other software. Thisisnecessary because Apache Docunent Root filesand other binaries, programs
related to Apachewill beinstalled in thispartitionif you decideto run Apacheweb server in achrooted jail.

Take note that the size of the Apache chrooted directory on the chrooted partition is proportional to the
size of your Docunent Root files. If you're not intending to install and use Apache on your server, you
can reduce the size of this partition to something like 10 MB for DNS server that you aways need in a
chrooted jail environment for security reasons.

Minimum size of partitions
FHDTE
AR

For information purposes only, this is the minimum size in megabytes, which a Linux installa-
tion must have to function properly. The sizes of partitions listed below are really small. This
configuration can fit into avery old hard disk of 512MB in size that you might find in old x486
computers. We show you this partition just to get an idea of the minimum requirements.

/ 35MB
/ boot 5MB
/chroot 10MB

/ home 100MB
/tmp 30MB

/usr 232MB

/var 25MB

Disk Druid

Disk Druid Partitions is a program that partitions your hard drive for you. Choose Add to add a new
partition, Edit to edit apartition, Delete to delete a partition and Reset to reset the partitionsto the original
state. When you add a new partition, a new window appears on your screen and gives you parameters to
choose. Different parameters are:

Mount Point: for where you want to mount your new partition in the filesystem.

Size (M egs): for the size of your new partition in megabytes.

Partition Type: Linux nativefor Linux filesystem and Swap for Linux Swap Partition.
E‘}. _HOTE

If you have a SCSI disk the device name will be / dev/ sda and if you have an IDE disk it
will be/ dev/ hda. If you're looking for high performance and stability, a SCSI disk is highly
recommended. Linux refersto disk partitions using a combination of letters and numbers. It uses
anaming scheme that is more flexible and conveys more information than the approach used by
other operating systems.
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Hereisasummary:

Disk naming convention

First Two Letters Thefirst two letters of the partition name indicate the type of device
onwhich the partition resides. Y ou'll normally seeeither hd (for IDE
disks), or sd (for SCSI disks).

The Next Letter This|etter indicates which device the partition is on. For example: /
dev/ hda (thefirst IDE hard disk) and/ dev/ hdb (the second IDE
disk).

Keep this information in mind, it will make things easier to understand when you're setting up
the partitions Linux requires.

Swap partitions are used to support virtual memory. If your computer has 16 MB of RAM or
less, you must create a swap partition. Even if you have more memory, a swap partition is still
recommended. The minimum size of your swap partition should be equal to your computer's
RAM or 16 MB (whichever islarger). The largest useable swap partition isroughly 1 GB, since
2.2 kernel, 1 GB swap file are supported so making a swap partition larger than that will result in
wasted space. Note, however, that you can create and use more than one swap partition although
thisis usually only necessary for very large server installations.

Try to put your swap partitions near the beginning of your drive. The beginning of the drive is
physically located on the outer portion of the cylinder, so the read/write head can cover much
more ground per revolution.

- Partition 1: fooot {Linw: Kernel partitian)

— S Parhtion 2 {usr {Sharad Binanes)

: Partition 3: 'home {User partiion)

Fartition 4: ‘chroot (Chrosot j2il partibon)

Parition &: fcache (Proxy Server Cache partibon)
Parition &: fvar (Accounbng & Administrative)

i F ) - - - Partition ¥: Linux Swep partiion

[ B A B — . Parbtion & fmp (Temporary file partition)

S O A Y A ; ' — L L L | Partition { [Root File Systam)

All major file systams are on separate partitions

representation of linux partition
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An example

To makethe partitions|listed below on your system; thisisthe partition we'll need for our server installation
example; the command will be under Disk Druid:

Add

Mount Point: / boot our /boot directory.
Size (Megs): 5

Partition Type: Li nux Native

Gk

Add

Mount Point: / usr our /usr directory.
Size(Megs): 512

Partition Type: Li nux Nati ve

Ok

Add

Mount Point: / hone our /home directory.
Size (Megs): 1146

Partition Type: Li nux Nati ve

Ok

Add

Mount Point: / chr oot our /chroot directory.
Size (Megs): 256

Partition Type: Li nux Nati ve

Ok

Add

Mount Point: / cache our /cache directory.
Size (Megs): 256

Partition Type: Li nux Nati ve

Ok

Add

Mount Point: / var our /var directory.
Size (Megs): 256

Partition Type: Li nux Nati ve

Ok

Add

Mount Point: our / Swap partition leave the Mount Point Blank.
Size (Megs): 128

Partition Type: Li nux Swap

Ok

Add

Mount Point: / t np our /tmp directory.
Size (Megs): 256

Partition Type: Li nux Nati ve

Ok

Add
Mount Point: / our / directory.
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Size (Megs): 256
Partition Type: Li nux Native
Ok

After the partitions of your hard disk has been completed, you must see something like the following
information on your screen. Our mount points will ook like this:

Table 3.1. Samplerepresentaion of partitions

Mount Point Device Requested Actual Type

/boot sdal 5M 5M Linux Native

Jusr sdab 512M 1146M Linux Native

/home sdab 256M 256M Linux Native

/chroot sda7 256M 256M Linux Native

/cache sda8 256M 256M Linux Native

Ivar sda9 256M 256M Linux Native

<Swap> sdal0 128M 128M Linux Swap

/tmp sdall 256M 256M Linux Native

/ sdal2 256M 256M Linux Native
Drive Geom [C/H/S] Total (M) Free (M) Used (M) Used (%)
sda [3079/64/32] 3079M M 3078M 99%

F HOTE

We are using a SCSI hard disk hence the first two letters of the device are sd.

Post-Partitioning

Now that you are partitioning and choosing the mount point of your directories, select Next to continue.
After your partitions are created, the installation program will ask you to choose partitions to format.
Choosethe partitions you want to initialize, check the (Check for bad blocks during format) box, and press
Next. This formats the partitions and makes them active so Linux can use them.

On the next screen you will see the LILO Configuration where you have the choice to install LILO boot
record on:

Master Boot Record (MBR)
Or

First Sector of Boot Partition

Usually if Linux is the only OS on your machine you should choose the Master Boot Record (MBR)
option. After that, you need to configure your Network and Clock. After you finish configuring the clock,
you need to give your system aroot password and authentication configuration. For Authentication Con-
figuration don't forget to select:

Enable M D5 passwords
Enable Shadow passwords
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Enable NI S doesn't need to be selected since we are not configuring NIS services on this server.

Components to Install- Package Group Selec-

tion

After your partitions have been configured and sel ected for formatting, you are ready to select packagesfor
installation. By default, Linux isapowerful operating system that executes many useful services. However,
many of these services are unneeded and pose potential security risks.

Ideally, each network service should be on adedicated, single-purpose host. Many Linux operating systems
are configured by default to provide a wider set of services and applications than are required to provide
a particular network service, so you may need to configure the server to eliminate unneeded services.
Offering only essential services on a particular host can enhance your network security in several ways:

 Other services cannot be used to attack the host and impair or remove desired network services.

« Different individuals may administer different services. By isolating services so each host and service
has a single administrator you will minimize the possibility of conflicts between administrators.

» The host can be configured to better suit the requirements of the particular service. Different services
might require different hardware and software configurations, which could lead to needless vulnerabil-
ities or service restrictions.

By reducing services, the number of logs and log entries is reduced so detecting unexpected behavior
becomes easier.

A proper installation of your Linux server is the first step to a stable, secure system. You first have to
choose which system componentsyou want toinstall. Choose the components, and then you can go through
and select or deselect each individual package of each component by selecting Sel ect i ndi vi dual
packages option on your Red Hat setup screen. Since we are configuring aLinux Server, we don't need
to install a graphical interface XFr ee86 on our system, a graphical interface on a server means less
processes, less CPU availability, less memory, security risks, and so on. Graphical interfaces are usually
used on workstations only.

Select the following packages for installation:

Net wor ked Wbr kst ati on
Net wor k Management Workstati on
Uilities

After selecting the components you wish to install, you may select or deselect packages.

@ﬂﬁ‘l’.ﬂm

Select the Select individual packages options before continuing to have the option to select and
deselect packages.

Select Individual Package - Part 'A’

The installation program presents a list of the package groups available. Select a group to examine. The
components listed below must be deselected from the Menu Group for security; optimization and other
reasons described below:
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@ Au Version Applications/File:
git The GIT package provides an extensible file system browser, an

ASClI/hexadecimal file viewer, a process viewer/killer and other re-
lated utilities and shell scripts. Unnecessary.

@ AnVersion Applications/I nter net:

finger The finger package isaclient utility, which allows usersto see infor-
mation about system users. Security risks.

ftp The ftp package provides the standard UNIX command-line FTP
client. Security risks.

fwhois The fwhois client program allows for querying whois databases. Se-
curity risks.

ncftp The Ncftp packageisan improved FTP client. [ Security risks, Unnec-
essary.

rsh The rsh package provides client programs, which allows users to run

commands on remote machines, |ogin to other machinesand copy files
between machines (rsh, rlogin and rcp). Security risks.

rsync rsync isvery powerfull mirroring program, which bringsvery quickly
remote and host filesinto sync. Unnecessary

talk The ntalk package provides client and daemon programs for the Inter-
net talk protocol, which allows you to chat with other users on differ-
ent UNIX systems. Security risks.

telnet Telnet is a popular protocol for logging into remote systems over the
network but it is insecure (transfer password in plain text). Security
risks.

@ AnVeoion Applications/Publishing:

ghostscript The GhostScript packageisaset of softwarethat provides aPostScript
interpreter, and an interpreter for Portable Document Format PDF
files. Unnecessary

ghostscript-fonts The GhostScript interpreter can use the Ghostscript-fonts package
during text rendering. Unnecessary.

The groff-perl package is a set of commands and print filter used in

) version 6.2 groff-perl printer environment. Unnecessary, no printer installed on the server.

‘ Version £.2 The mpage package utility takes plain text files or PostScript docu-
: ~~_mpage ments as input, reduces the size of the text, and prints the files on a
PostScript printer with several pages on each sheet of paper. Unnec-

essary, ho printer installed on the server

The pnm2ppa package is a color driver for printing to HP PPA print-

) version 6.2 pnm2ppa ers. Unnecessary, no printer installed on the server.
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rhs-printfilters

The rhs-printfilters package contains a set of print filters, which is
primarily meant to be use with the Red Hat printtool. Unnecessary,
no printer installed on the server

A Al Version Applications/System:

arpwatch

bind-utils
ﬂ Voersion 6.1 knfsd-clients

n Yerswon 6.1 procinfo

rdate
rdist

screen

ucd-snmp-utils

@B Anversion Documentation:

indexhtml

The arpwatch package contains utilities to monitor Ethernet or FDDI
network traffic and build databases of Ethernet/IP address pairs. Un-
necessary

The bind-utils package contains a collection of utilities to find out
information about I nternet hosts. Wewill compileit later on thisbook.

The knfsd-clients package contains the showmount program that
gueries the mount daemon on aremote host for information about the
NFS server on the remote host. Security risks, and NFS services are
not installed on this server.

The procinfo package acquires information about your system from
the kernel asit is running. Unnecessary, other methods exist.

The rdate package utility can retrieve the date and time from another
machine on your network. Security risks.

Therdist package is aprogram that maintainsidentical copies of files
on multiple hosts. Security risks.

This screen package is a useful utility for users who telnet into a ma-
chine or are connected viaadumb terminal, but want to use more than
just one login. Unnecessary

The ucd-snmp-utils package contains various utilities for use with the
ucd-snmp network management project. Unnecessary, Security risks

The indexhtml package contains the HTML page and graphics for a
welcome page shown by your Web browser into X Window Systems.
Unnecessary,we don't use graphical interface.

Select Individual Package -Part 'B'

@ Al Version System Environ

chkfontpath

yp-tools

ment/Base:

The chkfontpath package is a simple program for adding, removing
and listing the directories contained in the X font server's path. Un-
necessary, we don't use graphical interface

The Network Information Service NIS is a system, which provides
and centralizes network information; login names, passwords, home
directories, and group information, to all of the machines on a net-
work. Security risks, we don't use it on our server
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B sl version System Environment/Daemons: .

XFree86-xfs

ﬂ Voerswon 6.2 finger-server
Ipr

q Yersion 6.2 nfs-utils

pidentd

portmap

n Yerswon G2 rsh-server

rusers

n Voerswon G2 FUSErs-server

n Voerswon G2 rwall-server

rwho

q Yersion b2 talk-server

q Yersion b2 telnet-server

q Yersion 6.1 tftp

The XFree86-xfs package is a font server for XFree86 that can also
serve fonts to other X servers remotely. Unnecessary, we don't use
graphical interface

The finger-server package contain the finger daemon that runs from
the/ et c/inetd. conf, fileand alows users to see information
about system users on the server. Security risks.

The lpr package provides the basic system utility for managing print-
ing services. Unnecessary and no printer installed on the server

The nfs-utils package provides the tools and daemon for the kernel
NFS server. This package must be installed if you want to provide
NFS services on your server. Security risks, and NFSservices are not
installed on this server.

The pidentd package contains the identd, which looks up specific
TCP/IP connections and returns either the user name or other infor-
mation about the process that owns the connection. Unnecessary, very
few things on the net require the sender to be running identd, because
many machines don't have it and because many people turn it off.

The portmapper package manages RPC connections, which are used
by protocolslike NFSand NIS. Unnecessary, Security risks, and NIS
NFSservices are not installed on this server.

The rsh-server package provides the servers needed for (rsh, rlogin,
rcp) which allow users to run remote access commands on remote
machines. Security risks

The routed package routing daemon maintains current routing tables
by handling incoming RIP traffic and broadcasts outgoing RIP traffic
about network traffic routes. Unnecessary, Security risks, and limited.

The rusers package program allows users to find out who is logged
into various machines on the local network. Security risks.

Therwall-server package containsthe daemon which allowsreceiving
remote messages from users in remote hosts. Security risks

The rwho package shows who is logged in for all machines on the
local network running the rwho daemon. Security risks.

The talk-server package provides the daemon program, which alows
you to chat viaterminal with other users on remote UNIX systems.™
Security risks.

The telnet-server package provides the daemon, which allows telnet
remote logins protocol to your server. Security risks, replace by SSH

The tftp package or Trivia File Transfer Protocol TFTP allows users
to transfer filesto and from aremote machine. It isnormally used only
for booting diskless workstations. Security risks, Unnecessary.
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The tftp-server package provides the server for (TFTP), which allows
users to transfer files to and from a remote machine. Security risks,
Unnecessary.

q Yersion 6.2 tftp-server

ucd-snmp The ucd-snmp package or SNMP -Simple Network Management Pro-
tocol is a protocol used for network management. Unnecessary, Se-
curity risks

The ypbind package is a daemon which binds NIS -Network Informa:
tion Service server client to NIS server. Security risks, we don't use
it on our server.

ﬂ All ¥ersion ypbind

The ypserv package isthe NIS -Network Information Service server,
which provides network information (NIS) to all of the machines on
anetwork. Security risks, we don't use it on our server

q Yersion 6.2 ypserv

@B anveosion System Environment/Libraries:

XFree36-libs The XFree36-libs package contains the shared libraries that most X
programs need to run properly. Unnecessary, we dont use graphical
interface.

libpng The libpng package contains a library of functions for creating and

manipulating GIF image format files. GIF is a bit-mapped graphics
format similar to the GIF format. Unnecessary.

User Interface/X:

q Version 6.1 The XFree86-75dpi-fonts package contains the 75 dpi fonts (the stan-
W TETRIBR BT X Free86-75dpi-  dard fonts) used on most X Window Systems. Unnecessary, we don't

fonts use graphical interface.

The urw-fonts package contain free versions of the 35 standard Type
1 PostScript fonts. Unnecessary, we don't use graphical interface.

How to use RPM Commands

n Yerswon G2 urw-fonts

This section contains an overview of principal modes using with RPM for installing, uninstalling, upgrad-
ing, querying, listing, and checking RPM packages on your Linux system. Y ou must be familiar with these
RPM commands now because we'll use them often in the continuation of this book. To install a RPM
package, use the command:

[root @eep] /#rpm-ivh foo-1.0-2.i386.rpm
Take anote that RPM packages have afile of nameslikef oo- 1. 0- 2. i 386. r pm which include the
package name (foo), version (1.0), release (2), and architecture (i386).

To uninstall a RPM package, use the command:

[ root @eep] /#rpm-e foo
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Notice that we used the package name foo, not the name of the original package file
foo-1.0-2.i386.rpm

To upgrade a RPM package, use the command:
[root @eep] /#rpm -UWUvh foo-1.0-2.i386.rpm

With this command, RPM automatically uninstall the old version of f 0o package and install the new one.
Alwaysuser pm - Uvh toinstall packages, since it works fine even when there are no previous versions
of the package installed.

To query aRPM package, use the command:
[ root @eep] /#rpm-qg foo

This command will print the package name, version, and release number of installed package f oo. Use
this command to verify that a packageis or is not installed on your system.

To display package information, use the command:
[ root @eep] /#rpm-qgi foo

This command display package information; includes name, version, and description of theinstalled pro-
gram. Use this command to get information about the installed package.

Tolist filesin package, use the command:
[ root @eep] /#rpm-qgl foo

This command will list al filesin ainstalled RPM package. It works only when the package is already
installed on your system.

To check a RPM signature package, use the command:
[ root @eep] /#rpm --checksig foo

This command checks the PGP signature of specified package to ensure its integrity and origin. Always
use this command first before installing new RPM package on your system. Also, GnuPG or Pgp software
must be already installed on your system before you can use this command.

Starting and stopping daemon services

The init program of Linux -also known as process control initialization, is in charge of starting all the
normal and authorized processes that need to run at boot time on your system. These may include the
APACHE daemons, NETWORK daemons, and anything else that must be running when your machine
boots. Each of these processes hasascript under / et ¢/ rc. d/i nit. d/ directory written to accept an
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argument, which can be start, stop and restart. You can execute those scripts by hand in fact with a
command:

Example 3.1. Starting and Stopping various Daemon's

To start the httpd Web Server manually under Linux.

[root @leep] /# /etc/rc.d/init.d/ httpd start

Starting httpd: [ ]
To stop the httpd Web Server manually under Linux.

[root @leep] /# /etc/rc.d/init.d/ httpd stop

Shutting down http: [ X]
To restart the httpd Web Server manually under Linux.

[root @leep] /# /etc/rc.d/init.d/ httpd restart

Shutting down http: [ ]
Starting httpd: [ ]

Checkinsideyour/ etc/rc.d/init.d/ directory for servicesavailable and use command start | stop
| restart to work around.
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Chapter 4. Post-Install

This entire chapter deals with the steps to be taken after the installation of your server, for example, unin-
stallation of certain programswhich are going to compiled on your server using sourcetarballs, installation
of certain programs required to compile these source tarballs etc

Software that must be uninstalled

Red Hat Linux installs other pre-compiled binaries of programs on your system by default and doesn't give
you the choice to uninstall them during the install setup. For this reason, you must uninstall the following
software on your system after the installation of your server.We must uninstall them for better security

and to make space in our server.

For more information and explanation of their capabilities and uses, please see your Red Hat manual
or install the package and make an rpm -gi f 00 command to query and get a detailed description of
the program, and then uninstall it again. Below is the list of programs and a short description of their

utilizations.

n All ¥ersion

pump

q All ¥ersion mt-st

q Al ¥ersion gect

q Al ¥Version Metamail

ﬂ All ¥ersion apmd

n All ¥ersion kernel-pcm-
ciacs

n All ¥ersion linuxconf

q All ¥ersion

getty ps

q Yersion 6.1 setconsole

The Pump DHCP package allows individual diskless clients on anet-
work to get their own | P network configuration information from net-
work servers. Unnecessary.

Thent -for magnetic tape drives and st -for SCSI tape devices tape
drive management programs can control rewinding, € ecting, skipping
files, blocks and more. Necessary only if you have a tape backup on
this server.

The gject package contains an gject program that allows the user to
gject removable mediatypically CD-ROMs, floppy disks, lomega Jaz
or Zip disks using software control. Necessary only if you have a tape
backup on this server.

Metamail is a program that uses the mailcap file to determine how it
should display non-text or multimedia material. Unnecessary.

The apmd package, or advanced Power M anagement daemon utilities,
can watch your notebook's battery and warn all users when the battery
islow. Unnecessary for a server.

The kernel-pcmcia-cs package is for laptop machines and some non-
laptops that support PCMCIA cards for expansion. Unnecessary for
a server.

The linuxconf package is a system configuration tool. Unnecessary,
buggy program.

Thegetty ps package contains programsthat are used to accept logins
on the console or aterminal on your system. Unnecessary.

The setconsole package is a basic system utility for setting up the
/etc/inittab, /dev/systty and/dev/consol e filesto
handle a new console. Unnecessary.
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q Al ¥ersion isapnptools
q Al ¥ersion setserial

q Al ¥ersion kudzu
q Al ¥ersion raidtools

q Al ¥ersion gnuPG

q Al ¥Version redhat-logos

q Al ¥Version redhat-re-
lease

n All ¥ersion qd
n All ¥ersion pciutils

n All ¥ersion rmt

The isapnptools package contains utilities for configuring 1SA Plug-
and-Play (PnP) cards/boards. Unnecessary.

The setseria packageisabasic system utility for displaying or setting
seria port information. Unnecessary.

Thekudzu package is ahardware-probing tool run at system boot time
to determine what hardware has been added or removed from the sys-
tem. Unnecessary.

Theraidtools package includes the tools you need to set up and main-
tain asoftware RAID device on aLinux system. Depending if you use
Raid or not.

The GnuPG packageisatool for secure communication and data stor-
age. It is areplacement for the PGP software. It can also be used to
encrypt data and to create digital signatures. We will compile it later
on our book.

Theredhat-logos package containsfilesof the Red Hat " Shadow Man"
logo and the RPM logo. Unnecessary on a server.

The redhat-rel ease package contains the Red Hat Linux release file.
Unnecessary.
The gd package allows your code to quickly draw images and write

out theresult asa. gi f file. Unnecessary.

The pciutils package contains various utilities for inspecting and set-
ting devices connected to the PCI bus. We use other methods.

The rmt utility provides remote network access to make backup. Se-
curity risks since rmt depends on rsh to work.

Use RPM command to uninstall.

The command to uninstall softwareis:

[ root @eep] /#rpm -e <softwarename(s)>

Where <softwarename> is the name of the software you want to uninstall e.g. (foo).

Since Programs like apmd, kudzu, and sendmail are daemons that run as process. It is better to stop those
processes before uninstalling them from the system. To stop those processes, use the following commands:

[root @eep] /# /etc/rc.d/init.d/apnmd stop
[root @eep] /# /etc/rc.d/init.d/sendmail stop
[root @eep] /# /etc/rc.d/init.d/kudzu stop
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1 .
) version 6.1 Now you can uninstall them safely, and all other packages, as shown below: Re-
move the specified packages for Red Hat Linux version 6.1 (Cartman).
[root @leep] /# rpm-e --nodeps punp nt-st eject nailcap apnd ker ne
set consol e i sapnptool s setserial kudzu raidtools gnupg redhat -1 ogc
) version 6.2 Remove the specified packages for Red Hat Linux version 6.2 (Zoot).
[root @eep] /# rpm-e --nodeps punp nt-st eject nailcap apnd ker ne
i sapnptool s setserial kudzu raidtools gnupg redhat-1ogos redhat-re
2.

) Al Version Remove the linux.conf-installed file manually.

[root @eep] /# rm-f /etc/conf.linuxconf-installed

F HOTE

Thisisaconfiguration file related to linuxconf software that must be removed manually.

The program hdparm is needed by IDE hard disk but not SCSI hard disks. If you have an IDE disk on your
system you must keep this program (hdparm), but if you don't have an IDE hard disk you can remove it
safely from your system. To remove hdparm from your system, use the following command:

[root @eep] /# rpm-e hdparm

Use the programs kbdconfig, mouseconfig, timeconfig, authconfig, ntsysv, and setuptool in order to set
your keyboard language and type, your mouse type, your default time zone, your NIS and shadow pass-
words, your numerous symbolic linksin/ et ¢/ r c. d directory, and text mode menu utility which allow
you to access al of these features. After those configurations have been set during the installation stage
of your Linux server it's rare that you would need to change them again. So, you can uninstall them, and
if in future you need to change your keyboard, mouse, default time, etc again viatest mode menu, all you
have to do isto install the program with the RPM from your original CD-ROM. To remove all the above
programs from your system, use the following command:

[root @eep] /# rpm-e kbdconfig mouseconfig timeconfig authconfig ntsysv

Evenif you arenot intending to install amail server on your Linux system, the program Sendmail isalways
needed on your serversfor potential messages sent to the root user by different software servicesinstalled
on your machine.

Sendmail isaMail Transport Agent -MTA program that sends mail from one machine to another. It can
be configured in different manners; it can serve as an internal delivery mail system to aMail Hub Server,
or can be configured to be a Central Mail Hub Server for all Sendmail machines on your network. So
depending on what you want to do with Sendmail, you must configure it to respond to your specific needs.
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For this reason you must uninstall Sendmail and see the relevant sections in this book that is related to
Sendmail configuration and installation.

To remove Sendmail from your system, use the following command:

[root @eep] /# rpm-e sendnil

Software that must be installed

There are certain programs required to be able to compile programs on your server, hence you must install
the following RPM packages. This part of the installation is very important and requires that you install
all related packages described below. These are on your Red Hat Part 1 CD-ROM under RedHat/RPM S
directory and represent the base necessary software needed on Linux to compile and install programs.

1. First, we mount the CD-ROM drive and moveto the RPM S subdirectory of the CD-ROM. To mount
the CD-ROM drive and move to RPM directory, use the following commands:

[root @eep] /# nount /dev/cdrom/mt/cdrom
[root @eep] /# cd / mt/cdrom RedHat / RPMS/

In the process of customizing our linux server, we will be using, most of the time source tarballs
rather than pre-compiled RPMs hence these are the packages that we need to be able to compile and
install programs. Remember, this is the minimum package that will allow you to compile most of
the tarballs available for Linux. Other compiled binary packages exist on the Red Hat CD-ROM, so
verify with the README file that came with the tarballs program you want to install if you receive
an error messages during compilation of the specific software.

q Yersion 6.1

mi-1.4-12.1386.rpm egcs-1.1.2-24.i386.rpm
dev86-0.14.9-1.i 386.rpm El ectricFence-2.1-1.i386.rpm
bi son-1.28-1.i386.rpm flex-2.5.4a-7.i386.rpm
byacc-1.9-11.i 386.rpm gdb-4.18-4.i 386.rpm
cdecl -2.5-9.1386.rpm ker nel - headers-2. 2. 12-20.i 386.rpm
cpp-1.1.2-24.i386.rpm glibc-devel -2.1.2-11.1386.rpm
cproto-4.6-2.i386.rpm make- 3. 77-6.1386.rpm
ctags-3.2-1.1386.rpm patch-2.5-9.1i386.rpm
! Voerson 6.2
mi-1.4-12.i386.rpm egcs-1.1.2-30.i386.rpm
dev86- 0. 15.0-2.i 386.rpm El ectri cFence-2. 1-3.1386.rpm
bi son-1.28-2.i386.rpm flex-2.5.4a-9.i386.rpm
byacc-1.9-12.i 386.rpm gdb-4. 18-11.i 386.rpm
cdecl -2.5-10.i 386.rpm ker -

nel - headers-2.2.14-5.0.i 386.rpm
cpp-1.1.2-30.i386.rpm glibc-devel -2.1.3-15.1386.rpm
cproto-4.6-3.i386.rpm make- 3. 78. 1- 4.1 386. rpm
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ctags-3.4-1.i386.rpm pat ch-2.5-10.i 386.rpm
E‘j«:HGIE

It isbetter to install software mentioned above in one shot, if you don't want to receive error
message regarding dependencies during RPM install.

q Yersion 6.1

Install all the needed software above with one RPM command. The RPM command to install all
software together is:

[root @eep ] /RPMS#rpm -Wh mi-1.4-12.i386.rpm dev86-0. 14.
cproto-4.6-2.i386.rpmctags-3.2-1.i386.rpmegcs-1.1.2-24.i 3€
make- 3. 77- 6.1 386. rpm patch-2.5-9.i 386.rpm

! Yoersion 6.2

Install all the needed software above with one RPM command. The RPM command to install all
software together is:

[root @eep ] /RPNMS#rpm - Uvh n¥-1.4-12.i 386.rpm dev86-0. 15. 0-
cproto-4.6-3.i386.rpmctags-3.4-1.i386.rpmegcs-1.1.2-30.i 3€
make- 3. 78. 1- 4.1 386. rpm patch-2.5-10.i 386.rpm

The RPM package has many options, for example we have used the following sytax:

rpm[-Uvh] [fil e]
you might be curious to know what these arguments -Uvh means, why should it be given at all etc.Here
isabrief description:

-U

-stands for Upgrade which will uninstall an older version of the pack-
ageyou areinstalling and install the new one, which will eliminatethe
error likely to occur if in case the package being uninstalled has de-
pendencies. It is generally recomded to use this argument even while
you are obsolutely sure that there is no earlier version of the package
you aretrying to install is existing on your machine.

-stands for verbose, which is quite self explanatory. This argument
ensures all messages are written to the stdout/console so you get to
know what is happening.

-this generates the hash mark # in a series, this will give a sense of
visual progress with the install process .

So, when you use rpm - Uvh, whether it is Redhat ver 6.1 or ver 6.2, what you see on your console
is shown below,Natice in the display that the name of the package is seen but not the version number.
Infact we have mentioned this earlier in this book that when you install or upgrade you have to enter the
package name with version name, for example rpm -i vh mt - 1. 0. 4. r pmbut while querying the
same package using rpm command the syntax is as follows: rpm - gi  mt , Please do keep this mind.
Given below is agraphical representation of your screen when you install the above mentioned rpm's :
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) Al Version
m B
dev86 T T T e T e
bi son T T T
byacc T T T
cdecl T T T
cpp T T T
cproto T T T
ctags T T T
egcs T T T
El ectri cFence T T T
f1ex T T T
gdb T T T

ker nel - headers
gl i bc-devel
make

pat ch

HHBHBHBHEHEHEHH B HBHBHBHBHBHBH BB
HHBHBHBHEH B R BHBHBHBHBH BB R R
HHBHBHBHEH B R BHBHBHBHBH BB R R
HHBHBHBHEH B R BHBHBHBHBH BB R R

You must exit and re-login for all the change to take effect. To exit from your console, use the command:

[root @eep] /# exit

Check,Re-confirm

After installation and compilation of all programs you need on your server, it's a good idea to remove
all unnecessary programs (compilers, etc) described above unless needed it is obsolutely needed by the
system. Few reasons are:

If acracker gains access to your server he or she cannot compile or modify binary programs. Also, this
will free alot of space and will help to improve regular scanning of files on your server for integrity
checking.

When you run a server you will give it a special task to accomplish. You will never put al services
you want to offer in one machine or you will lose speed - resources available divided by the number
of process running on the server.

Decrease your security with alot of services running on the same machine, if a cracker accesses this
server, he or she can attack directly all the others available.

Having different servers doing different tasks will simplify the administration, management you know
what task each server issupposed to do, what services should be available, which portsare opento clients
access and which one are closed, you know what you are supposed to seein the log files, etc, and give
you more control and flexibility on each server dedicated for mail, web pages, database, development,
backup, etc.

For example, having one server specialized just for development and testing will permit you to not
be compelled to install compiler programs on a server each time you want to compile and install new
software on it, and be obliged afterwards to uninstall the compilers, or other sharp objects.
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If you have followed each step exactly as described till now, Since we have chosen to customize the
installation of our Linux system, thisisthelist of all installed programs that you must have on your server
after the complete installation of the Linux Server. Thislist must match exactly theinstall.log file located
inyour / t np directory or you could run into a problem. Don't forget to install all programs listed above
in Software that must be installed after installation of the Server to be able to compile programd properly
on your Server.

q Yersion 6.1

Installing setup. Installing gawk. Installing netkit-base.
Installing filesystem Installing gd. Installing newt.
Installing basesystem Installing gdbm Installing ntsysv.
Installing Idconfig. Installing getty ps. Installing passwd.
Installing glibc. Installing glib. Installing pciutils.
Installing shad-Installing gnp. Installing perl
owutils.
Installing nktenp. Installing gnupg. Installing procmail
Installing terntap. Installing gpm Installing procps.
Installing libterncap. Installing groff. Installing psmsc.
Installing bash. Installing gzip. Installing punp.
Instal ling MAKEDEV. Installing hdparm Installing python
Installing SysVinit. Installing initscripts. Installing quota
Installing XFree86-1nstal ling ipchains. Installing raidtools.
Mach64.
Installing chkconfig. Installing isapnptools. Installing readline
Installing apnd. Installing kbdconfig. Installing redhat - | o-
gos.

Installing ncurses. Installing kernel. Installing rootfiles.
Installing info. Installing kernel-pcmlinstalling rpm

ci a-cs.
Installing fileutils. Installing kudzu. Installing sash.
Installing grep. Installing Id.so. Installing sendnail
Installing ash. Installing |ess. Installing setconsol e.
Installing at. Installing libc. Installing setseri al
Installing authconfig. Installing |ibstdc++. Installing setuptool
Installing bc. Installing lilo. Installing shapecfg.
Instal ling bdflush. Installing pwdb. Installing slang
Installing binutils. Installing pam Installing slocate.
Installing bzip2. Installing sh-utils. Installing stat.
Installing sed. Installing redhat-re-Installing syskl ogd

| ease.
Installing con-Installing |Iinuxconf. Installing tar.
sol e-tool s.
Instal ling e2fsprogs. Installing | ogrotate. Installing

tcp_wr appers.

Installing rnt. Installing I osetup. Installing tcpdunp.
Installing cpio. Installing Isof. Installing tcsh.
Installing cracklib. Installing nmail cap. Installing tine.
Installing crack-Installing mail x. Installing timeconfig.
[ib-dicts.
Installing crontabs. Installing man. Installing timed.
Installing textutils. Installing mingetty. Installing tnpwatch.
Installing dev. Installing nkbootdisk. Installing traceroute

32



Post-1nstall

Installing
Installing
Installing
Installing
Installing
Installing
Installing

diffutils.
dunp.

ed.

ej ect.

et cskel .
file.
findutils.

q Yersion 6.2

Installing
Installing
Installing
Installing
Installing
Installing
owutils.
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Mach64.
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
sol e-tool s.
Installing
Installing
Installing
Installing
Installing
[ib-dicts.
Installing

set up.
filesystem
basesystem
[ dconfi g.
glibc.

shad-

mkt enp.

t er ntap.

[ i bterncap.
bash.
MAKEDEV.
SysVinit.

XFr ee86-

anacron
chkconfi g.
apnd.

ncur ses.
i nf 0.
fileutils.

gr ep.

ash.

at .

aut hconfi g.
bc.
bdf | ush.

bi nutils.
bzi p2.

sed.

con-

e2f spr ogs.

rnt.
cpi o.
cracklib.

Installi
Installi
Installi
Installi
Installi
Installi
Installi

Installi
Installi
Installi
Installi
Installi
Installi

Installi
Installi
Installi
Installi
Installi
Installi
Installi

Installi
Installi
Installi

Installi
Installi
Installi
ci a-cs.
Installi
nel -util
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi

Installi
| ease.

Installi
Installi
Installi

crack-Installi

cront abs.

Installi

ng
ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng
ng
ng

ng
ng
ng

ng
ng
ng

ng

ng
ng
ng
ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng

ng

nkinitrd. Installing utenpter.
nodut il s. Installing util-Iinux.
nount . Installing vimcommon.
nmouseconfig. Installing vimmnimal.
nt-st. Installing vixie-cron.
nconpr ess. Instal ling which.
net -t ool s. Installing zlib.
gawk. Installing nconpress.
gd. Installing net-tools.
gdbm Installing newt.
getty_ps. Installing ntsysv.
glib. Installing passwd.
gnp. Installing pciutils.
gnupg. Installing perl
gpm Installing popt.
groff. Installing procrail.
gzi p. Installing procps.
hdpar m Installing psnisc.
i netd. Installing punp.
initscripts. Installing quota.
i pchai ns. Installing raidtools.
i putils. Installing readline.
i sapnpt ool s. Installing redhat - | o-
gos.

kbdconfi g. Installing rootfiles.
ker nel . Installing rpm

kernel -pcmInstalling sash.

ker-Installing sendnmail .
kudzu. Installing setseri al
I d. so. Installing setuptool.
| ess. Installing shapecfg.
l'ibc. Installing slang.
i bstdc++. Installing slocate.
lilo. Installing stat.
pwdb. Installing syskl ogd.
pam Installing tar.
sh-utils. Installing
t cp_wr appers.

redhat-re-Installing tcpdunp.
I i nuxconf. Installing tcsh.
logrotate. Installing tine.
| oset up. Installing timeconfig.
| sof. Installing tmpwatch.
mai | cap. Installing traceroute.
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Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi

Verify,Cross-check

After we have uninstalled all the software that must be uninstalled after theinstallation of our Linux server
see Software that must be uninstalled after installation of the Server and after the addition of the necessary
RPM packages, so that we will able to compile programs on our server, we must verify the list of all

ng
ng
ng
ng
ng
ng
ng
ng
ng

textutils.
dev.
diffutils.
dunp.

ed.

ej ect.

et cskel .
file.
findutils.

Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi

ng
ng
ng
ng
ng
ng
ng
ng
ng

mai | x.

nan.

m ngetty.
nkboot di sk.
nkinitrd.
nodut il s.
nount .
nmouseconfi g.
nt-st.

Installi
Installi
Installi
Installi
Installi
Installi
Installi

installed RPM programs again but this time with the following command:

To verify thelist of al installed RPM package on your system, use the command:

The - ga option will query al installed RPM packages on your system and the symbol > will redirect the

[root @eep] /#rpm-ga > installed_rpm

output to thefilenamedi nstal | ed_r pm

ﬂ Voersion 6.1

The content of thei nst al | ed_r pmfile must match exactly this:

setup-2.0.5-1
filesystem1.3.5-1
basesystem 6. 0- 4

| dconfig-1.9.5-15
glibc-2.1.2-11
shadow ut il s-19990827- 2 gnp-2. 0. 2-10

nkt emp-1.5-1
terncap-9. 12. 6-15

i bterncap-2.0.8-18
bash-1.14.7-16
MAKEDEV- 2. 5- 2
SysVinit-2.77-2
chkconfig-1.0.7-2
ncurses-4. 2-25

i nfo-3.12h-2
fileutils-4.0-8
grep-2.3-2
ash-0.2-18

at-3.1.7-11

mi-1.4-12
bdf | ush-1. 5-10

binutils-2.9.1.0.23-6

bzi p2-0.9.5c-1
sed-3.02-4

findutils-4.1-32
gawk-3.0.4-1

cdecl -2.5-9

gdbm 1.8.0-2
glib-1.2.5-1

cpp-1.1.2-24
gpm1.17.9-3
groff-1.11a-9
gzip-1.2.4-14
initscripts-4.48-1
i pchains-1.3.9-3
cproto-4.6-2

El ectricFence-2.1-1
kernel -2.2.12-20

patch-2.5-9

ld so-1.9.5-11
| ess-340-1
libc-5.3.12-31

i bstdc++-2.9.0-24
lilo-0.21-10

pwdb- 0. 60- 1

pam 0. 68-7
sh